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This paper uses the Popov-Tsypkin multiplier, which has intimate connections to mixed structured singular value
theory, to design robust H,, estimators for uncertain, linear discrete-time systems, and considers the application
of robust Hy, estimators to robust fault detection. The key to estimator-based, robust fault detection is to generate
residuals that are robust against plant uncertainties and external disturbance inputs, which in turn requires the
design of robust estimators. The robust Hs estimation problem is formulated as a Riccati equation feasibility
problem in which a cost function is minimized subject to a Riccati equation constraint. A continuation algorithm
that uses quasi-Newton BFGS (the algorithm of Broyden, Fletcher, Goldfab, and Shanno) corrections is developed
to solve the minimization problem. The algorithm is initialized with an Hy estimator designed for the nominal
system. The initializing multiplier matrices are obtained by solving a linear matrix inequality. The robust Ho
estimator framework is then applied to the robust fault detection of dynamic systems. The results are applied to
a simplified longitudinal flight control system. It is shown that the robust fault detection procedure based on the
robust Hy estimation methodology proposed in this paper can reduce the false alarm rate.

Nomenclature

D, St = n Xn real diagonal, symmetric matrices

dim(M) = dimension of M

1G(2lle = Supae[o,zn]o_max(G(eje))

M, > M, = M, — M, positive-definite

M, >M, = M, — M, nonnegative definite

N P = n Xn nonnegative definite, positive-definite
matrices

R,C 2Z* = real numbers, complex numbers, nonnegative
integers

Rm*n Cm*" = m Xn real matrices, complex matrices

tr = trace

Vec(+) = standard column stacking operator for matrices

Zij = (i, j) element of matrix Z

0,1 = zero matrix, identity matrix

I. Introduction

AULT detection of dynamic systems using an analytical ap-

proach has been an active research area in recent years.!™!8
Fault detection can be achieved by using either physical redundancy
or analyticalredundancy,e.g., estimator-basedfaultdetection,meth-
ods. The key step in estimator-based fault detection methods is to
generateresidualsthat are accentuated by faults. These residualsare
then compared with some threshold values to determine whether
faults have occurred. Logically, the existence of uncertainties and
disturbance inputs, i.e., plant disturbances and measurement noise,
obscures the effect of faults and is therefore a source of false alarms.
To reduce false alarm rates and improve fault detection accuracy,
the residuals generated should be robust against uncertainties and
disturbance inputs. The residuals used in fault detection are gener-
ated by comparing the actual measurements of the plant with the
corresponding estimated quantities that are obtained by estimation.
The requirement of robust residual generation naturally leads to the
problemofrobustestimation, which is the key factorin guaranteeing
robust fault detection.
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Different estimator-based residual generation approaches can
be used and the widely used methods include the parity space
approach,>%%13 the fault detection filter approach>”-!° and the un-
known input observerapproach >7'®17 The motivation behind each
of these approachesis to distinguish the effects of faults from those
caused by plant uncertainty and external disturbances and thus to
achieve robust fault detection. Each of these approaches models the
uncertainties as extra disturbance input terms and seeks either to
completely decouple the effects of uncertaintiesand disturbancein-
puts from those caused by faults or to minimize certain norms of
the transfer function matrix from disturbance inputs to the resid-
ual signals. A necessary condition for the complete decoupling of
disturbances from the residual signals is that the number of distur-
bances not exceed the number of measurements which limits the
application scope of the fault detection techniques based on com-
plete decoupling. Another approach.*® is to model the uncertainties
as complex uncertainties with bounded magnitude and to solve the
robust fault detection problem by using the small gain theorem. As
discussednext,this approachmay lead to conservativeresults. In this
paper, the robust fault detection is performed by using a robust H,,
estimation framework based on multiplier theory?°~2 (essentially
mixed structured singular value theory), which for real parametric
uncertaintiesis less conservativethan approachesbased on the small
gain theorem.

Two types of faults may occur in a given dynamic system. Hard
failure, or abrupt fault, is easy to detect because the faulty element
ceases functioning completely. Soft failure, or incipient fault, on
the other hand, is more difficult to detect. The robust fault detection
framework presented in this paper is expected to be able to capture
small incipient faults.

The goal of estimation is to reconstructcertain variables of a dy-
namic system using the available, noise corrupted measurements.
The estimators can be designed with different performance crite-
ria to satisfy the specific applicationrequirements. The well-known
Kalman filter is an estimator that minimizes the covariance of the
estimationerror by assuming a white noise disturbancemodel with a
fixed covarianceand is hence effective in rejecting wideband distur-
bances. H,, estimation assumes a deterministic disturbance model
consisting of bounded energy 4 signals and should be used if the
disturbances present are mainly narrowband disturbances.

No matter what performance criterion is used, the estimator de-
sign is based on a design model that cannot be obtained exactly,and
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hence, the performance of the estimator may be undermined when
it is applied to the real system. As a result, the model uncertainty,
both parametric and complex, i.e., unmodeled dynamics, needs to
be accounted for explicitly. Some research has explicitly sought to
take into account model uncertainty in the design of estimators.
In Refs. 26 and 27, fixed quadratic Lyapunov functions are used to
design, respectively,robust H,, estimatorsand robust H, estimators,
i.e., robust Kalman filters, for systems with parametric uncertainty.
Whereas Ref. 26 focuses on linear, continuous-time systems, Ref.
27 considers linear, discrete-time systems. Reference 28 designs
robust H, estimators for linear discrete-time, time-varying systems
with parametric uncertainties. In Ref. 29, robust H, estimation is
studied based on multiplier theory.

It is now well known that robust design of fixed quadratic
Lyapunov functions is intimately related to the small gain theo-
rem and assumes that the uncertainty is arbitrarily time-varying or
complex. This assumption can lead to very conservative designs
for systems with time-invariant, parametric uncertainty. However,
mixed structured singular value theory and the associated multi-
plier theory?® 23233 are based on parameter-dependentLyapunov
functions and can lead to much less conservative results 2332

In this paper, the problem of robust H,, estimation will be stud-
ied by using multiplier theory. In particular, by using the Popov-
Tsypkin multiplier,”":*3* the robust H, problem is formulated as
a Riccati equation feasibility problem in which a cost function is
minimized subject to a Riccati equation constraint. A continuation
algorithm™® that uses quasi-Newton (BFGS) corrections® is devel-
oped to solve the minimization problem. The algorithm is initial-
ized with an H,, estimator obtained by solving a single algebraic
Riccati equation’” corresponding to the nominal system. The ini-
tializing multiplier matrices are obtained by solving a linear matrix
inequality.!

SectionIIformulatesthe robust H,, estimationproblemforuncer-
tain, linear discrete-time systems. Section III formulates the robust
H,, estimation problem as a Riccati equation feasibility problem
based on multiplier theory and a continuation algorithm is devel-
oped to solve the problem. Section IV discusses the application
of robust H,, estimation to robust fault detection of dynamic sys-
tems with uncertainties and external disturbance inputs. Section V
presents a practical applicationand Section VI concludes the paper.

II. Robust H,, Estimation Problem
Consider the discrete-time linear uncertain system
x,(k+1)=(A, + AA )x,(k)+ D, w(k), ke Z* (1)
y,(k)y=(C, + AC,)x,(k) + D, ,w(k) (2)

where x, € R"» is the state vector, y, € R’? denotes the plant mea-
surements, w € R¢ denotes an £, disturbance signal, and the uncer-

tainties AA, and AC, are as defined in Appendix A. It is desired
to design a predictive filter of the form:

Xk + 11k) = Agx,(k |k = 1) + Wy, (k) 3)

to estimate (in some sense to be defined) the state vector x,,, where
A, € R *mr and W € R"» *Pr are the filter parameters to be deter-
mined.

Define the estimation error as

e(k) = x, (k) = x,(k |k = 1) 4
which using Egs. (1-3) can be shown to obey the evolutionequation:
e(k+1) = A.e(k) + (A, + AA, — WAC, — A, — WC,)x,(k)

+(Dy1 = WD, )w(k) )

Next, define the error output z € R? as z(k) 2 E,e(k). Then aug-
menting Eq. (1) with Eq. (5) yields

x(k+1) = (A+ AA)x(k) + Dw(k) (6)

z(k) = Ex(k) 7

where

B x,(k) B A, 0
= [ e(k) } A= |:Ap — A, - WC, AJ ®)

D= Dﬂ.l
D, —WD,, ’

and A A is defined in Appendix A.

Find A, and W such that

1) the augmented system (6) is asymptotically stable over the
uncertainty set2{4; and

2) the Hy performance satisfies

E=[0 E] (9

SU.p ”sz(z)”o° < 1/7/ (10)

AAeU,

where y > 0,and G, (z) € C? *? is the transfer function matrix from
the disturbance signal w (+) to the performance variable z(-).

III. Robust H,, Estimation

One of the most important developments in robustness analysis
was the development of mixed structured singular value concepts
that are based on multiplier theory.2°=2%-29=33 These concepts were
developed for both real parametric and unstructured uncertainty,
e.g., unmodeled dynamics, and greatly reduce the conservatism of
previous techniques used for robust analysis and synthesis. This
section begins by restating a Riccati equation robust stability condi-
tion for uncertain linear, discrete-time systems based on the Popov-
Tsypkin multiplier. These results are then used to formulate the
robust H,, problem as a Riccati equation feasibility problem that is
solved by a continuation algorithm that uses quasi-Newton (BFGS)
corrections.

A. Riccati Equation Robust Stability Conditions
Consider the standard uncertainty feedback configuration given
in Fig. 1, where G(z) € C"™ *™ is square, asymptotically stable and

Al B
G(z) ~
clo

Assume that the uncertainty A satisfies

AeU=|AeR"™™: M, <A <M} (11

where M, M, € D™ and M 2 M, — M, is nonnegative definite.

The next theorem provides a Riccati equation robust stability
condition for the uncertain feedback interconnection of G(z) and
A in terms of the Popov-Tsypkin multiplier,*'?*** which can be
written in the transfer function matrix form as

M(z)=H + N(z - 1)/z (12)
where H € D", N € D" with H >0 and N >0.
Theorem 1?1 Assume G(z) is asymptotically stable. If there
exist real diagonal H >0, N >0,P >0 and €>0 such that
D,(H, N)+ D,(H, N)" — B" PB, >0 and

4T T _ T T
P=AlPA, + Bl PA, — C,(H,N)| [D.(H,N) + D,(H,N)

_ BUTPBU]_I [BIPA, — C.(H,N)] + €l 13)

Fig. 1 Standard uncertainty
feedback configuration.

G(2)
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where

4 A-BM,C 0
Tl M, —MpHC 0|’

B, = B 14
a — I ()

Ci(H,N)=[(H + N)(M, = M\)C N]

D,(H,N)=H + N (15)

then the negative feedbackinterconnectionof G(z) and A is asymp-
totically stable for all A €.

Remark 1: Although we have explicitlyonly consideredreal para-
metric uncertainty in Theorem 1, this theorem is easily modified to
the more general case of mixed, i.e., real parametric and unstruc-
tured, uncertainty. This modification requires that the elements of
N corresponding to the unstructured uncertainty be zero.

B. Robust Hy, Estimation
The uncertainsystem given by Egs. (6) and (7) can be represented
in the form of Fig. 2 with

A|lB, D A
A A| B

G~ |c,| o of|=]|= (16)
E|l 0 O cro

Note that matrices A, D, E, By, and Cy are as defined in Egs. (8),
(9), and (53).

To consider H, performance, a fictitious complex uncertainty
block A , isinserted into Fig. 2 (Refs. 38 and 39) as shown in Fig. 3.
It is assumed that o, (A ) < y. For ease of presentation, assume
that dim(z) = dim(w) = g, such that A , € C4*4. Define

M, = block-diag{M, —y I, }

a7
To account for the performance block A ,, the multiplier matrices
H and N are redefined as

M, = block-diag{ M, —y1,},

H £ block-diag{ H,, H, ) (18)
N £ block-diag{ N;, 0, } (19)

where H, € DU+ 9 XU +9 H, € R1*4 satisfies HyA, = A ,H,, and
N, € DU *9) X+ The next theorem forms the theoreticalbasis for
robust H,, estimator synthesis.

Theorem 2: Assume G(z) is asymptotically stable. If there ex-
ist real diagonal H >0 and N =0, P >0 and € >0 such that
D,(H,N)+ D,(H,N)" = B" PB, >0 and

P=AlPA,+ B PA, ~ C,(H,N)|" - (D,(H, N) +D,(H, N)"

—BTPB,) '[B'PA, - C.(H,N)] + eI (20)

Fy

Fig.2 Representation of
the uncertain filter sys-
tem.

Fig. 3 Uncertain filter system
with Hx performance block.

G(2)

where

4 |:A—I§1\7[1C~ O}
‘o, -mHEe ol

B
B, = [ I} 21

C,(H,N)=[(H + N)(M, - M,)C N]
D,H,N)=H+N (22)

then the uncertain system of Fig. 3 is asymptotically stable for each
AA€U,. In addition,

sup |G, (DMl < 17y (23)

AA€EU,
Proof- Follows from Theorem 1 and the main loop theorem -4
Theorem 2 poses the robust H,, estimation problem as a Riccati
equation feasibility problem. As discussed in Refs. 41 and 42, an
approach to solving the Riccati equation feasibility problem can be
based on solving an optimization problem:

min J(A., W) 24)

AA€EUy

subject to Eq. (20). Here, the robust H,, performance J(-) can be
chosen as the artificial cost function*'"#?

J(A,, W) 2 P (25)

Auxiliary minimization problem. The robust H,, estimation prob-
lem can be cast as an auxiliary minimization problem in which
Eq. (25) is minimized subject to the constraint represented by
Eq. (20).

To characterize the extremals define the Lagrangian

L A,,W,H N,P,Q)=FJ (A, W)
+ tr Q[— P + right-hand side of Eq. (20)] (26)

Thus the necessary conditions for a solution to Eq. (24) are given
by

oL oL 0 oL oL
’ 24, oH

0

E aw
oL oL oL
O j—

= = 36 =" 27)

s ]

C. Continuation Algorithm

To solve the preceding auxiliary minimization problem, a contin-
uation algorithmis developed. The correction steps of the algorithm
are performed by using the BFGS inverse Hessian update that re-
quires only gradientinformation. The line searchalgorithmincludes
a constraint checking routine that guarantees that the cost function
remains defined at every pointin the line search process.

It should be noted that in Egs. (27), 0L/0 Q = 0 recovers Riccati
equation (20) and 0L/ P =0 results in a Lyapunov equationin Q
whose coefficients and forcing matrices are functions of P. In the
continuationalgorithm, the Riccati equationand Lyapunovequation
are solved by using the discrete-time Riccati and Lyapunovequation
solvers, respectively. The detailed continuation algorithm used to
solvethisrobust H,, estimationproblemis presentedin Appendix B.

IV. Robust Fault Detection

In this section, the robust H,, estimation framework presentedin
the preceding sections will be applied to the robust fault detection
for uncertain dynamic systems with disturbance inputs. Consider
the uncertain discrete-time system

xXp(k+1)=(A, + AA)x,(k)+ D, w(k)+ R, f(k) (28)

yp(k) = Cpxp(k) + DFZW(k) + Rp2f(k) (29)
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where x,, y,, and w are as discussed in preceding sections, and
f € R/ is the fault vector. The term R, | f(k) represents actuator
and component faults, whereas R, , f (k) denotes the sensor faults.
The fault distribution matrices R, ; and R, , are assumed to be
known.

It should be mentioned that the construction of the fault vector
S and the fault distribution matrices R, ;, R,, are normally de-
termined on a case-by-case basis by inspection of the state-space
model and the characteristicsof the particular process. A more gen-
eral design procedure can be performed by employing component
fault analysis techniques' that guarantee that a complete set of fault
efiects is used.

The robust fault detection problemis to generate a robustresidual
signal r (k) that satisfies

lr¢oll, < J it f(k)=0 (30)

lr¢oll, > Jin it f()#£0 (€20)

where ||-]|, denotes the p norm of a Lebesgue signal and Jy, is
a threshold value. The residual generated is given by the follow-
ing equation if estimator (3) is applied to the system described by
Egs. (28) and (29).

r(k) = yp(k) - Cpxe(k)
= Cpe(k)+ D, ,w(k) + R, , f(k) (32)
where the estimation error e(k) is governed by
etk+1)= (A —WCpe(k) + (AA, + A, — A, ;)x,(k)
+ (Dp,l - WDpZ)W(k) + (Rp,l - WRpZ)f(k) (33)
It is clear from Eqgs. (7-9) and (32) thatif E, is chosen as C,, then
r(k) =z(k) + D,,w(k) + R, f(k) (34)
which satisfies the following norm inequality condition

”"”2,[NQ,N] = ”ZIIZ,[NQ,N] + ”Dp,ZW”Z,[NQ,N] + ”Rp,z fIIZ,[NQ,N]
(35)

where [Ny, N] correspondsto a certain time interval. Note that sim-
ilar norm conditionsused for fault detectioncan be found in Refs. 9
and 18. If f(k)=0, Eq. (35) reduces to

||"||2,[N0,N] =< ”ZIIZ,[NQ,N] + ”Dp,ZW”Z,[NQ,N] (36)
Note that
”ZIIZ,[NQ,N] =< sup ”sz”m”WIIZ,[NQ,N] < (1/7/)”W”2,[NQ,N] (37)
AAeU,
and
1D, 2w ll2vg, 51 =< Gimax (P DNIWIl2,tvg, 31 (38)

Thus, the threshold can be chosen as

To 21177 + G (D D)MWl vg v (39)

Robustfaultdetectioncan be accomplishedby comparing|| 7|2, 1, n1
with Jy,. A faultoccurs if [|7]l5, vy, n1 > Jins 1-€.,
1712, tv, 81 > Jin,s fault occurred (40)
Remark 2: Tt should be noted that the threshold value defined in
Eq. (39) depends on the norm of noise signal w. In practice, it is
more feasible to use an upper bound on ||wll, 1y, n to calculate the
threshold value and in which case Ji;, collapses to a constant thresh-
old. The applicationin Sec. V uses an upper bound of || w2, 1y, 51 in
calculating the threshold. In addition, it should be recognized that
the fault detection condition given by Eq. (40) is only a sufficient
condition. It is possible that small faults occur in a system but the
residual signal does not surpass the threshold that results in missed
detection.

V. Illustrative Example

A practical robust fault detection application is presented in this
sectionto illustratethe robust H,, estimatordesignusingthe Popov-
Tsypkin multiplier and the application of the robust H,, estimator
to robust fault detection of dynamic systems. The results are gen-
erated with the algorithm given in Appendix B. The application
considered here is a linearized discrete-time model of a simplied
longitudinal light control system.* This flight control system has
three state variables and can be represented by the following state
space equations:

xp(k+1) =(AF+AAp)xp(k)+Dp,lw(k)9 k€Z+ (4])

y,(k) = C,x,(k) + D, ,w(k) (42)

where the elements of the state variable vector x (k) 2 [n, o 8]
are normal velocity 7,, pitchrate @,, and pitch angle §.. Each of the
three state variablesis measured by a sensor and these measurements
are used as feedback signals. The performance of this flight control
system depends on the sensors. In this application, the state of the
sensors are monitored through an estimator and any malfunction
can be captured by the robust fault detection framework presented.

In the remainderof this section,a robust H,, estimatoris designed
for this flight system. By comparing the measured output with the
estimated output, a residual signal is generated that is compared
against a threshold value. If the residual surpasses the threshold
value, then a fault can be declared.

The system parameter matrices are

0.8950 -0.1083 —0.3872

A,=10.0015 08912 -0.0672 |,

p C,=Lyx;
0 0.7368 0

D, =diag{0.1,0.1,0.01}, D, =0.1 X I; x5

The uncertainty matrix AA, = —B,, F,,C,,, where
1 110 00 I
Byy=—{0 0 0 1 1 1], CA,,=|:3X3i|
I3><3
000 O0O0OTO

FA,, = diag{d,, 6,, 3, 04, S5, 06 }

with —0.06961 < 6, < 0.06961, —0.00868 < &, < 0.00868,
—0.03011<68; <0.03011, —0.00012 <6, <0.00012, —0.06931 <
85=<0.06931,and —0.00523 <ds <0.00523.Note that the uncertain
parametersd,; throughds correspondto +8% parameter fluctuations
in the first two rows of matrix A .

It is desired to design a predictive filter of the form

x(k +1]k)=Ax.(k|k—1)+ Wy, (k) (43)

for which the estimation error is given by Eq. (5). For this partic-
ularAexample, the error output is defined as z(k) = Ee(k), where
E, =I; x; = C,, which satisfies the residual equation (34). The ro-
bust H,, estimation problemis to design A, and W in Eq. (43) such
that the uncertain system (6) is asymptotically stable for each A A
in the uncertainty set and the artificial cost (25) is minimized.

As discussedin the preceding section, the algorithm s initialized
with an H,, estimator obtained by solving a single Riccati equation.
The initializing estimator is given by

Xk + 11k) = Apx(k |k = 1) + W(y,(k) = Cpx.(k))  (44)

where

0.4475 —0.0541 —0.0038
W =10.0008 0.4456 —0.0007 (45)
0.0000  0.3684  0.0000
After a linear matrix inequality test of the initializing estimator,

the feasible initial values of the multiplier matrices are obtained as
H =35.1746 X 1,5 x 1, and N =1.5474 X diag{Iy x9, 03 x3}.
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The robust H,, estimator matrices generated by using the algo-
rithm are given by

0.7167 —0.1021 -0.1594
W =|[-0.0035 0.6669  0.0220
—0.0164  0.5332  0.0489
0.1917 0.0185 —0.1444

A, =10.0005 0.1872 -0.0269 (46)
0.0117 0.1531 -—0.0092

Figures 4-6 show the comparison of the estimation errors of veloc-
ity, pitch rate, and pitch angle, respectively, by using the nominal
H,, estimator and the robust H,, estimator. It can be seen from

861

these figures that the robust H,, estimator has better performance
than the nominal H, estimator. In producing these estimation re-
sults, the uncertain parameters {5;, &,, 03, 0,4, s, O} are assigned
their upper bounds and pulse signals, w(t) =26(t — 1), wy(t) =
o(t —2), wi(t)=25(t —3) are added as the disturbance inputs
to the system through discrete-time fifth-order Butterworth filters
with a bandwidth of 0.2 rads. The sampling period used is 0.01 s
and N — N, =100. In addition, it was found by simulation that
[[Wll2.(no.n1 < 0.7377 and this upper bound of w is used in calcu-
lating Jy;,. In practice, this upper bound can be determined through
experimentationusing additional sensors.

To illustrate the application of the robust H, estimator to the
robust fault detection of the system, a sensor fault is added to the
velocity sensor at the time instantf = 6 s. Specifically, it is assumed
thatthe faulty sensor’s readingis 0.5 times the actual system velocity.

e
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Fig.4 Estimation error comparision of the velocity.
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Fig. 6 Estimation error comparision of the pitch angle.
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Fig.7 Robust fault detection: Velocity sensor’s reading is 0.5 times the actual value.
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Fig.8 Robust fault detection: Velocity sensor’s reading is 0.8 times the actual value.

It can be seen from Fig. 7 that both the nominal H, estimator and
the robust H,, estimator can detect this fault because both residuals
surpassed the threshold value. However, it should be noted that the
residual signal generated by the nominal H, estimator tends to
give false alarms because it surpassed the threshold values at two
time intervals before =6 s, even though there is no fault in the
system in the time interval [0.6 s). This false alarm resulted because
the nominal estimator cannot distinguish the fault effect from the
efiects caused by system uncertainties.

To investigate the effectiveness of the method proposed in de-
tecting small fault, a small fault case is considered and simulated.
Specifically, it is assumed that the faulty velocity sensor’s reading is
0.8 times the actual system velocity. The simulation result is shown
in Fig. 8. It can be seen that the robust H. estimator-based fault
detection framework is capable of capturing rather small system
faults.

Remark 3: For complex dynamic systems, faults may occurin any
of the composing elements. Thus it is necessary to consider fault
isolationaftera faultis successfullydetected.In this paper, the prob-
lem of faultisolationis not addressed. However, either the dedicated
observerapproach?® !¢ or the generalized observerapproach®'® can
be used to perform fault isolation.

V1. Conclusion

In this paper, the problem of robust H. estimation for uncer-
tain, linear discrete-time systems and its applications to the robust
fault detection of dynamic systems has been addressed. The robust
discrete-time H,, estimation problem was formulated and solved
using the Popov-Tsypkin multiplier. The robust H, problem was
then reformulatedas a Riccati equation feasibility problemin which

an artificial cost is minimized subject to the constraint of an alge-
braic Riccati equation. A continuation algorithm was developed to
synthesize the estimator. The robust H, estimator framework was
then used in estimator-based fault detection of dynamic systems.
By considering a flight longitudinal system, it was shown that the
robust fault detection methodology based on the robust H,, estima-
tion framework is capable of significantly reducing false alarm rates
and detecting relatively small faults.

Appendix A: Definition of the Uncertainty
Matrices AA4,, AC,,and AA

The uncertainty matrices in Eqs. (1) and (2) are defined as fol-
lows.

AA, €U,,
= {AA, € R X" AA, = =B, Fy,Cy,. Fa, € Fa,}
(A1)
AC, €U,

2 {ACF € Rr»*"r: AC, = —Bc,Fc,Cc,, Fc, € fc,,}

(A2)
where
A
Fa, ={Fs, €D M,, | <F,, <M,,,} (A3)
A .
Fe,={Fc, €D Mc,, <Fc, <Mc,,} (Ad)

with My, 1, Ms,2€ D", Mc, 1, Mc,2€D*, My,o — My, =0,
and M¢,, — Mc, | =0.
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Itis possiblethatelementsof AA, and AC,, are correlated, which
can be accounted for using the framework for repeated scalar block
uncertainty that was developed in Ref. 43 for continuous-time sys-
tems. However, this will lead to a substantiallymore complex design
algorithm and hence will not be considered in this paper. If corre-
lation exists among the elements of AA, and AC,, treating the
elements as uncorrelated, of course, introduces a degree of conser-
vatism in the estimator design.

Uncertainty matrix A A in Eq. (6) is defined as

AA €U, = [AA € R *r: AA = —ByF,4Cy, Fy € Fa)

(AS)
Fo={F €D*: M <F, <M,) (A6)
where
Fi., 0 B 0
F,o2| , By=| "
0 F, B, WBc,
co=| 0 (A7)
"7 -Ce, 0
and

M, = diag (M1, Mc, ). M, = diag (M, 5, Mc,>) (A8)

Appendix B: Algorithm for Solving
the Robust H., Estimation Problem
In the following algorithm, a parameter A € [0, 1) is introduced
that modifies the uncertainty bounds M, M, and the performance
index y at each iteration such that

A
M, = M(A) = My + A(M,; — M)
A
M, = My(R) = My, + A(My; — M)
A
Yy =vA) =1+ My — 1)

NOtethatMl(O) = Mlo, Ml(l) = le, MZ(O) = Mzo, Mz(l) = sz,
y(0)=yy,and y (1) = y,. Inpractice, My, M5, and y, are assigned
very small values. M, and M,; equal, respectively, the desired
lower and upper bounds of the uncertainty set, whereas y, is the
largest attainable performance index. In addition,

0= [e VecW)' Vec(A) hyy hy

and H denotes the current estimate of the Hessian matrix, 82.7/96°.

1) Let A=0 and HO_I =1. Let 6, be defined such that W and
A, are initialized with the H,, estimator gains obtained by solving
the H, estimator Riccati equation®’’ corresponding to the nominal
system, the multiplier matrices H and N are initialized by solving
the following linear matrix inequality®':

P — ATPA, —A;PB, +CJ(H,N) 0
>
—BIPA,+C,(H,N) D,(H,N)+DI(H,N) - B! PB,
(B

and € is assigned a small value.

2)Fork=0,1,2,...,

a) Determine a search direction p; = —H;‘[aj(ek)/aek], where
[0T(6:)/ 06 1= 0L/ 00,.

b) Use a one-dimensionalline search to determine the step length
M, that minimizes J(6; + m, px) with respect to 7.

c) Set O+ 1 = O + M Px.

d) If |0T (0 +1)/ 06 + 1| < €, where €* is a small number, go to
step 3, or else let k =k + 1, update H;l (using the BFGS inverse
Hessian update®®) and go to step a).

3)IfA=1,let 0" =6+, and stop where 9 is the final solution;
orelseset A=A+ AA, 0y =0+, H;' =H;, and go to step 2.
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